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DETAILED ACTION 

1 . Claims 1 -25 have been examined. 

Claim Rejections - 35 USC § 102 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1, 6, 7, 13, 18, 19 and 25 are rejected under 35 U.S.C. 102(e) as being 
unpatentable over Allredge (US 2003/0046534). 

Regarding claim 1, Allredge discloses a method for providing secure 
communications between two or more end units (user/sender and third party receiver) 
of the system via a communication switch (server 1 3) of the system (para. 0027 and 
0052), the method comprising the steps of: 

storing in a memory associated with the communication switch a plurality of sets 
of session key lists including a set of session key lists for each of the end limits (it is 
inherent that a plurality of users, each associated with a set of session key lists, 
constitutes a plurality of sets of session key lists, wherein 1^* and 2"^ sequences each 
denote a set of session key lists, defined herein as a plurality of session keys; para. 
0024, 0025, 0059 and 0067); 

selecting as an end unit to end unit session key a session key from a session key 
list in a given one of the sets of session key lists associated with an originating end unit, 
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the selected end unit to end unit session key being utilizable in providing secure 
communications between the originating end unit and at least one other end unit via the 
communication switch (secure communication via server 13 between user and third 
party receiver using session key; para. 0033 and 0052). 

Regarding claim 6, Allredge teaches all the limitations of claim 1, and further 
teaches that the set of session key lists for a given one of the end units (user) is 
supplied to the communication switch in encrypted form by that end unit as part of an 
authentication protocol carried out between that end unit and the communication switch 
(server 13) (2"^ sequence provided to server by user; para. 0031). 

Regarding claim 7, Allredge teaches all the limitations of claim 1, and further 
teaches that a first session key element of the set of session key lists is utilizable for 
providing secure communications between the given one of the end units (user) and the 
communication switch (server 13) subsequent to completion of the authenticaeon 
protocol (para. 0032). 

Regarding claims 13, 18 and 19, this is an apparatus version of the claimed 
method above (claims 1 , 6 and 7). Therefore, for the reasons provided above, such 
claims also are anticipated. 

Regarding claim 25, this is an machine-readable-storage-medium version of the 
claimed method above (claim 1). Therefore, for the reasons provided above, such a 
claim also is anticipated. 



Allowable Subject Matter 
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3. Claims 2-5, 8, 9-12, 14-17 and 20-24 are objected to as being dependent upon 
a rejected base claim, but would be allowable if rewritten in independent form including 
all of the limitations of the base claim and any intervening claims. 

The following is a statement of reasons for the indication of allowable subject 

matter: 

Regarding claims 2 and 14, Allredge does not explain that the given one of the 
sets of session key lists is stored in the form of a data structure comprising at least a 
first session key element and a plurality of stack-based session key lists, each of the 
stack-based session key lists comprising a plurality of session keys associated with a 
particular terminal coupled to the originating end unit. Allredge teaches that a plurality 
of session keys associated with the originating end unit is stored at the communications 
switch (server 13) (para. 0023, 0024 and 0067) and that the key sequence acquired by 
a user comprises multiple sessions of communications between the user and a third 
party (para. 0059). But the prior art provides neither a reference to the use of a key 
element along with a stack or to a stack comprising a plurality of session key lists, 
wherein each list comprises a plurality of session keys associated with a terminal. 
Although it is widely known in the art to employ a stack as a means of storing data, it 
would not seem obvious to one of ordinary skill to modify Allredge to employ a stack of 
the particular complexity described above. 

Regarding claims 8 and 20, the closest prior art, Allredge, does not explain that 
a particular one of the session key lists associated with a particular terminal coupled to 
the originating end unit is selected for use in providing secure communications for a call 
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originating at the particular terminal. Allredge teaches that a session key is selected for 
secure communications for a call originating from an end unit (user), but does not 
explain a session key list associated with a terminal coupled to the end unit. Although 
Allredge discloses an end unit with a terminal coupled to it (service provider as third 
party recipient; para. 0052), it would not seem obvious to one of ordinary skill to modify 
Allredge to provide a session key list associated with a terminal coupled to the end unit 
because Allredge does not reference secure communications beyond the end unit to 
another party. 

Claims 3-5 are allowable by virtue of their dependence on claim 2. 
Claims 9-13 are allowable by virtue of their dependence on claim 8, 
Claims 15-19 are allowable by virtue of their dependence on claim 14. 
Claims 21-23 are allowable by virtue of their dependence on claim 20. 

Conclusion 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Naor et al. (US 6,275,573) discloses a method for secured end-to-end telephone 
communications via a communications switch. 

Finkelstein et aL (5,410602) disclose a method for secured end-to-end cellular 
communications via a communications switch. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to John Elmore whose telephone number is 571-272-4224. 
The examiner can normally be reached on M 10-8, T-Th 9-7. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Greg Morse can be reached on 571-272-3838. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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